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OpenDNSSEC - Was

* OpenDNSSEC ist ein “DNSSEC Zone-signing” System
welches den Prozess der Schlisselverwaltung und der
Zonen-Signierung automatisiert.

* DNSSEC auf Knopfdruck!
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OpenDNSSEC - Ziele

® DNSSEC sollte einfach einzurichten sein

e die Anzahl der DNSSEC Benutzer erh6hen

* Erfahrungen von DNSSEC Installationen einbringen
* Automatisierte Schlissel-Verwaltung

* Hardware Beschleunigung
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OpenDNSSEC - Ziele - 2

* OpenSource Sof

'ware unter einer BSD Lizenz

e Finfach in eine bestehende DNS Infrastruktur

einzubringen

* Schlissel-Speicherung und Hardware-Beschleunigung in
Hardware mittels der PKCS#11 API
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* eine OpenDNSSEC installation
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wer benutzt OpenDNSSEC

®.se *YASK AB

°.uk o SurfNET

o.dk * 75% der ccTLDs in Europa
planen den Einsatz von

* Compricer AB OpenDNSSEC (laut

Umfrage unter den ccTLD

o |[CANN Betreibern)
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Status

* 1.0 alpha - Juli 2009

* 1.0 beta - Oktober 2009

* 1.0 - Februar 2010

* 1.1- Mai 2010

e 1.2 - Dezember 2010 (Release Candidate verfligbar)
* Release plan

e Version 2.0 - 2011
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Version 1.2

e Signer Engine nun in C implementiert (vorher Python)
* schneller, keine Abhangigkeiten zu Python mehr
e Signer Statistiken

* gemeinsame Benutzung von Schlisseln in
verschiedenen Zonen verbessert

e verbesserte MySQL Unterstutzung
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Plan fir Version 2.0

* Zone transfers mit IXFR und dynamischen Updates
* “Continuous signing”
* Powerfail/crash recovery

e \Web interface
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OpenDNSSEC Unterstutzung
in der Men & Mice Suite

MEN&MICE
© Men & Mice http://menandmice,com

oooooooooooooooooooooo



http://www.menandmice.com
http://www.menandmice.com

Men & Mice Suite

* Die Men & Mice Suite ist eine Overlay DNS
Verwaltungssoftware

¢ BIND und Microsoft DNS
e Linux, Solaris, MacOS X, Windows Server, FreeBSD

e \Windows GUI, Web-Interface (AJAX), Kommandozeilen
APl und SOAP API
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Men & Mice Suite und
DNSSEC

e flexibler Plug-In Mechanismus fiir DNSSEC Tools
* OpenDNSSEC
* Secure64 DNS Signer
*BIND 9.7.x+

e \Windows DNS in 2008R2
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Men & Mice Suite und
DNSSEC

« Manager ‘-lm-!j
+ x| % BB 2N Quick Filter: | 2
) DNS Zones Zone Name | Authority | Type | DNSSEC | OpenDNSSEC ... |
= &) DNS Servers 2 devlab. ns1.example.com. Master
E_'é ns1.example.com. _3 nEvzone example. com ns1. example. com, Master
(I 1P Addiess Ranges 2 testexample. ns1.example.com. Master
@5 DHCP Scopes ) test.example.com. ns1.example.com. Master - Se...
@ DHCP Sesvers _L 1.168.192.in-addr. arpa. ns1.example.com. Master
2 1.0.02pb arpa. ns1.example.com. Master
@MM
DNSSEC: ¥

DpenDNSSEC Poicy: [EEEN I ~ |

0K Concel | aoph |

| administrator | 6 zones on ns1.example.com. /
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Men & Mice Suite und

DNSSEC

& test.example.com. on nsl.example.com, ,._lnl_!j
H 3 % 2 0o ™ Hide DNSSEC Records  Quick Fiter: | )
Master: Imacbookpfo home stratmann. de Senak [2010072601 Expiee: IM

Howlasletlhoshhaster'"'r example com Redresh: ,—m N»m[—nw
Defaut TTL |3500 Retny |mo TTL of SOA: |864w
Name |11 [Twe  |Das | Comment |
[ Signed on 2010:07-28 13:11:58
[ e 86400 macbockpeo. home. strotmann. de.
1 te 86400 NS 7 3 85400 20100804035205 20100728101158 38052 o mw't id = 38052)
ﬂ!-‘ 3600 RF SO 7 3 3600  20100804033247 2010072810158 38052 Odzr {id = 38052)
[N te 86400 DNSSEC Test
1 e 86400 R X1 7 3 86400 20100804151951 20100728101158 38052 0 halC (d = 38052)
A te v 3600 DI %6 3 7 AwEAAN XG5 TN AtgMIu36aS I EUNgTUSZIGOFG ///S 37 305 MST pEsn/Fol {id = 38052 (2:k), size = 1024b}
1 te 3600 N 57 3 7 MW?ZWDWGMWMMEMWMMUW&EVRWM 48789 (ksk), sze = 2048b)
g £ 3600 RR DNSK 7 3 3300 20100304183336 20100728101158 48769 Lexample com. WG {id = 48783}
1 te , 3600 wevewe [t carpie NS SOA TXT RRSIG NSEC ONSKEY
2!»; 3600 NSEC 7 3 300  20100803231408 20100728101158 38052 Lexample com. | UFh {id = 38052}
| i 86400 1.234
g[m el 86400 RF A 7 B 85400 20100804052630 20100728101158 38052 riNsF {id = 38052}
v e 86400 v 2001:1
ﬂm - 86400 RF ARAA T B 86400 20100804062422 20100728101158 38052 garf {id = 38052)
im': 3600 Aot evarpie cor AN RRSIG NSEC
.1"“"’ - 3600 RF NSEC 7 + 3600 20100804064636 20100728101158 38052 m gAY d = 38052}
| Last refrash stats: exsting: 8, removed 3,
| |18 records |
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Men & Mice Suite und
DNSSEC

< test.example.com. on nsl.example.com. ._lnl_!]

3 % 2 \0 ¥ Hide DNSSEC Records  Quick Fiter: | )
Mastes: lmacbookofo home strotmann.de Senal |2010072801 EWIW

Hosmaste [rostmaster - oo o Rebeskc 23500 Ne cachng[F200 |

Default TTL: |3600 Rwy|7200 Tl’LofSOA-|86400
Name [riL | | Comment |

[ Signed on 201007-2813.11:58

[ 85400 NS macbockpeo. home. shrotmann. da.

[} 86400 I DNSSEC Test

I 85400 A 1234

e 85400 2001:1

1] Last tefresh stats: enstng B, temoved 8,

6 of 18 records
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Men & Mice Suite und
DNSSEC

eno Men & Mice « Web Interface
4| » [ + |9 http://localhost/MenAndMice/main.htm C] (Qv Coogle )
DNSTM Dashboard Miguel de Icaza Yahoo! Google Maps Wikipedia YouTube OTRS:=:Login News (480)v

Server: localhost & odministratorfﬁ Log Out

Zone View
Zone View 1todoutof4 [q] n
Advanced Zone View ) 1 ] )
Zone Name 4  Authority DNSSEC OpenDNSSEC Policy
IP Address Ranges
dev.lab. nsl.example.com.
+ - Reports
newzone.example.com. nsl.example.com.
+ Tasks
test.example. nsl.example.com.
test.example.com. nsl.example.com. Yes default
---------------------------------------------- <4 >
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Men & Mice Suite und
DNSSEC

Men & Mice « Web Interface

e —

[XIAN I N (® S Version 6.2 « © 2010 Men & Mice

Zone View
Advanced Zone View
IP Address Ranges

+ Reports

+ Tasks

Bonjoury CGoloWebinar...g Software

3

Advanced Zone View << test.example.com.

% Add Record 1to17outof 17 [g) proviow N
Name - Type Data Comment
SOA macbookpro.home.strotmann.de. hostm...
NS macbookpro.home.strotmann.de.
RRSIG NS 7 3 86400 20100804035205 20100... {id = 38052)
RRSIG SOA 7 3 3600 20100804083247 20100... {id = 38052)
T DNSSEC Test
RRSIG TXT 7 3 86400 20100804151951 2010... {id = 38052)
DNSKEY 256 3 7 AWEAACVhmXGS1N4tgMIu36e9... {id = 38052 (zsk), size = 1024b)
DNSKEY 257 3 7 AWEAADShSVK72ig+04rDn6jIG... {id = 48789 (ksk), size = 2048b}
RRSIG DNSKEY 7 3 3600 20100804183936 20... {id = 48789)
NSEC www NS SOA TXT RRSIG NSEC DNSKEY
RRSIG NSEC 7 3 3600 20100803231408 2010... {id = 38052)
wWww A 1.2.34
VW RRSIG A7 4 86400 20100804052630 201007... {id = 38052}
WWW AAAA 2001::1
WWW RRSIG AAAA 7 4 B6400 20100804062422 201... {id = 38052}
WWW NSEC A AAAA RRSIG NSEC
W RRSIG NSEC 7 4 3600 20100804054636 2010... {id = 38052}
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Fragen¢

MEN&MICE
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Kontakt:

OpenDNSSEC: www.opendnssec.org

Men & Mice: www.menandmice.com
sales@menandmice.com

MEN&MICE
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Vielen Dank!

E-Mail:
carsten@menandmice.com

MEN&MICE
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