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DNSSEC unter Windows

* Bordmittel (aka Windows DNS Server 2008R2)
* shDNS
e BIND

e Unbound
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Windows 2008R2 DNS

* Windows 2008R2 ist das aktuelle Server Betriebssystem
der Firma Microsoft

e erhaltlich seit Oktober 2009
e Unterstiutzt DNSSEC nach RFC 4033/4034/4035
* DNSSEC Zone-signing

* DNSSEC Validierung
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Windows 2008R2 DNS

e nicht unterstitzt in der aktuellen Version (2008R2SP1rc1)
vom Oktober 2010 sind

* NSEC3

e andere DNSSEC Algorithmen ausser SHAT (kein
SHA256, GOST ...)

e DNSSEC lookaside validation (DLV)
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Windows 2008R2 DNS

Validierung
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Windows 2008R2 DNS

TrustAnchors
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Windows 2008R2 DNS

* Trust Anchor fir Zonen konnen per GUI oder per
Kommandozeile eingepflegt werden

C:\bind>dnscmd /TrustAnchorAdd se DNSKEY 257 3 5 AwvEAAbaxTum?L?7z1DmPiXPkAQZ2./gUM
3to218Caey/ycZuvQ8Mh/dgGpuBmyZB? xZS kaCLaZMuwb pmDLr» JK?hUWOf f gSPERUM?RrcA/e I EBEvhQzk
Y5sFKkUWAczNAsS580sexi+/GdS5KfuVi3 lJpYgduwwaZ2JB4doZABl XywcCnBUTzBHs 1/ 1gpA2Bgj+e +ATzA5
hWyiNyHP Ji¥YuvyMCkSETiGgFUUuGBH3N6Us8uSABuO2UoFQeQibY ikl iChf 1 FfCzr4uBI REW6MaDs8kgA

AadKjLk31i39dviL/YeyGUug?Dan?PsvkuQe JEN/7JByCr2n¥Y R f wGGCHkcBEKkagu 72 EaR1ZigUCp8=

Command completed successfully.
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Windows 2008R2 DNS

* Trust Anchor fiir Zonen kénnen per GUI oder per
Kommandozeile eingepflegt werden

WINZKS-54-HOST Properties B3 Edt TrustAnchor ——___H|

Interfaces | Forwarders | Advarced | Roct Hints DINS Public Key (DNSKEY) I

Debugloggng | Everklogging  TrustAnchors | Monkoring —

Trust Anchors are used to validate secure DNS (DNSSEC) responses from I

remote DNS servers, Configure Trust Anchors in the Form of public keys

in the DNSKEY Format to valdate signed DNS responses. Fully qualfied domain name (FQDN):

Trust Anchors: |0164.arpo.fwsmndm.
eled.apa [ZS7ADNSSECRSAISHA-1[33067]
e164.apa (257 DNSSEC)[RSAJSHA-1)[23404) [V Zone Signing Key [V Secure Entry Point
e [Z2S7ONSSECRSASHA-1][8779] Protocol: Algonthm:
) [ZS7ADNSSECRSASSHA-1)[39547] IDN‘SSEC :] IRSA[SHA-I :]

Public Key:

AWEAAZ [plagiaDbth+NEmSdxtPxIFGKIChqCo1 6L
+EfBbam38+cRV2WIHYMCKSIVURMSwWab FKK 0L CZiZ+EQO3E6h
+BeQKaRMhQREXGIgz L OXIADITIX21FQ5

+ 29K 3nANDCFISGPPr seRSIBOSHOALFAISYUtwEkTFz3uC Qrvw3880c8
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Windows 2008R2 DNS

e Trust Anchors werden in einer Zonen-Datei unter

WINDIR%/System32/dns/TrustAnchors.dns gespeichert
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Windows 2008R2 DNS

¢ cine lokale TLD namens “TrustAnchors”

~ dig @win2k8r2 se.TrustAnchors DNSKEY
;5 Truncated, retrying in TCP mode.

; <<>> D1G 9.7.2-P2 <<>> @192.168.1.165 se.TrustAnchors DNSKEY

; (1 server found)

;3 global options: +cmd

;3 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 60618

;5 flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: @

;5 QUESTION SECTION:
;se.TrustAnchors. IN DNSKEY

;5 ANSWER SECTION:
se.TrustAnchors. 3600 1IN DNSKEY 257 3 5 AwEAAbax[...] EaR1ZigUCp8=
se.TrustAnchors. 3600 IN DNSKEY 257 3 5 AwEAAeeG[...] 959jakbWzd4PM1Q551XIEphRGyqcbA2JTU3/mcUVKfgrH7nxaPz5DoUB 7TKYyQgsTlc=

;5 Query time: 2 msec

;5 SERVER: 192.168.1.165#53(192.168.1.165)
;3 WHEN: Mon Nov 22 14:54:51 2010

;3 MSG SIZE rcvd: 585
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Windows 2008R2 DNS

cas@Carsten-Strotmanns-MacBook-Pro: ~ — zsh — 91x28

) cas@Carste...Pro: ~ — zsh

- dig @win2k8. home.strotmann.de www.se <+dnssec

; <> D16 90.7.2-P2 <> Bwin2k8.home.strotmann.de www.se +dnssec
(3 servers found)
; Slobal options: +omd
;; Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17388
;; flags: qr rd ra ad; QUERY: 41, ANSWER: 2, AUTHORITY: o, ADDITIONAL: 1

: OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4000
;; QUESTION SECTION:

IWWW. Se.

; ANSWER SECTION:
VVW.Se. 2587 IN A 212.247.7.218
vwv.se. 2587 IN RRSIG A 5 2 3600 20101130050501 20101120050501 43
730 www.se. SarzREcBIvItM2PKKbGOwCdIh2b]f /+nqDr>zQLaoYH JVIENEXr1G27 bmwxIbM/vVW)00bozyf nOf1
iFkBJA4U70tMxChgQ1xFPiK5SAOAY>x3P4w pDOLrHREFtNLwYwIAAIRSBU20Kxs070WRQWG J+M5YDspahyZ760dwPkp
JEM=

;3 Query time: 5§ msec
;; SERVER: 2001:1908:2b6: :f04d:48ch:a721:c8alt53(2001:108:2b6: : fo4d: 48chb:a721:cBa)
;; WHEN: Mon Nov 22 12:56:50 2010

: MSC SIZE revd: 217
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Windows 2008R2 DNS

NEIRE
Resolution
Policy Table
(NRPT)

-
—
e
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Windows 2008R2 DNS

e Auf DNS stub-resolvern (DNS Client) wird die Name-
Resolution-Policy-Table (NRPT) gepflegt

e die NRPT bestimmt...

o ... fur welche Domains wird DNSSEC Validierung angefragt
(DO-Flag) und ein AD-Flag in der Antwort erwartet(!)

o ... fir welche Domains wird IPSec zwischen Client und
DNS Server verwendet
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Windows 2008R2 DNS
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Overview

The Name Reschtion Policy Table (NRPT) stores configuration settings for DNS secusty (DNSSEC) and Drect Access on DNS chert comprters

You can use this page 10 craate or adt ndes. which are usad to make polces that can be sppled 10 an Active Diractory organizational unt OU)
Leam mers about DNSSEC on the Web
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sncryption nlegity onlyl

Low: 3DES, AES (128, 152. 256)
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Windows 2008R2 DNS

Advanced Global Policy Settings
Name Resolution Policy Table
Namespace CA DNSSEC (Validation) DNSSEC (IPsec) DNSSEC (IPsec Encryption) Direct Acce... Direct Acce... Direc
se Yes Yes No encryption (integrity only)
164 apa Yes Yes No encryption (integrity only)
< | T | R

Delete Rule Edit Rule

| Apply || Cancel
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Windows 2008R2 DNS

Configure Advanced Global Policy Settings ﬁ ‘

These sattings detemine what the DNS clent will do when & s physically
inside or cutside the enterprise natwork
Network Location Dependency

V] Configure roaming options
. Let Network ID (NID) determine when Direct Access settings are
to be used frecommended)

) Always use Direct Access settings inthe NRPT
) Never use Direct Access settings in the NRPT

Query Failure

[V] Configure query falure options

. Only use Link-Local Mukicast Name Resolution (LLMNR) and
= NetBIOS F the name does not exist in DNS {most sacurs)

Always fall back to Link-Local Mukicast Name Resolution (LLMNR)
© and NetBIOS f the name does not exist in DNS or # the DNS servers
are unreachable when on a private network {moderate secure)

. Always fall back to Link-Local Mukicast Name Resolution (LLMNR)
= and NetBIOS for any kind of name resolution emror feast secure)
Query Resolution
[¥] Configure query resolution options
© Resolve only IPv6 addresses for names (recommended)
") Resolve both IPv4 and IPv6 addresses for names

Lok J[ comcs |
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Windows 2008R2 DNS

¢ Informationen:

* DNSSEC deployment guide (Beta) for Windows Server
2008 R2, Marz 2010

http://www.microsoft.com/downloads/details.aspx?FamilyID=7a005al4-f740-4689-8c43-9952b5c3d36f&D1isplaylLang=en
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Alternativen
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Alternativen

e BIND 9.7.x fur Windows

e http://www.1isc.org/software/bind/972-p2/download/bind972-p2zip
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Alternativen

e Unbound 1.4.7 fir Windows

e http://unbound.net/downloads/unbound_setup_1.4.7.exe
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Alternativen

* GbDns (George Barwood DNS)

http://www.george-barwood. pwp.blueyonder.co.uk/DnsServer/
e geschrieben in C#, .NET
* keine externe Konfiguration (nur im Quellcode), keine GUI

* Root-Trust-Anchor einkompiliert, validiert SHA256 und
NSEC3

 Recursion nur fiir private IP Netze (RFC 1918) + Loopback
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Fragen¢

MEN&MICE
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Vielen Dank!

E-Mail:
carsten@menandmice.com

MEN&MICE

© Men & Mice http://menandmice,com

Monday, November 22, 2010


http://www.menandmice.com
http://www.menandmice.com

