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The Infoblox DNSSEC Solution Infoblox s

Makes the process of deploying
and managing DNSSEC as simple
as possible

— Transparent to the end user
— Single-click configuration

— Automatic and on-the-fly key
generation and management

Uses the latest technology and
protocol features

— BIND 9.7.0 with NSEC3 support

HSM Module planed for future
release




Infoblox Appliances Automate
Core Network Services

Infoblox &

ﬁ)NS DHCP IPAM FTP/TFTP/HTTP NTP MORE...
Microsoft

GOLD CERTIFIED

Partner

» Integrated core network services on hardened appliances

= Centralized visibility & control of appliances, protocols and data

SECURE RELIABLE
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IPAM and DNSSEC Infoblox &

= One central Management
Interface to all your DNS and
even IPAM Data

= API for automation
= Easy to upgrade
= Easy to monitor/ audit

Infoblox
Grid

Member



Example zone w/o DNSSEC Infoblox o

example.org zone @ / %

Records
Go to Go
|u Name -
|:| Auto-crealed by Add Zone S04 Record Sarial 12
MMAME memberi.infoblox. el
AMNAME please_set_email
Refresh 10800
Retry 1080
Expire 2552000
Megative Caching TTL 900
|:| Auto-created by Add Zone NS Record memberi.infoblox. met
|:| Auto-created by Add Zone NS Record member2.infoblox. net
[ test A Record 1234 1.23.4



Example zone with DNSSEC

example.org ze D & S 2

Hecords

Go

fulc-created by Add Zone

futo-created by Add Zore

ARSIE Aecord
AASIE Aecond
OMSHKEY Record
OMSKEY Record
ARSIE Aecord
M5 Aecord
HASIE Aecord
MSEC Pocord
MS Aecord
ARSIE Aecord
A, Fascord

MSEC Piocord
HHSIE Hecond

ARSIG Reocord

Senal 12

BANAME infobdox. localdernain
AMAME ploase_sct_gmal
Hefresn 10800

Rtry 1089

Esxpire

Megaive Caching TTL 5030

DMEREY & 2 23200 2010112514070 20101
DMNEREY & 2 23200 2010125140708 20101
2ET 35 AmEAAD I ES TEER™Y sakd o ONO:
286 3 & AwEAdhvoiw Tk T phiCiohr DBk S X W
SO & 2 208800 20101125120708 20101121
membser Z.iniobimi. net

MEEC & 2 300 2010112514070 2010112112
lest.oxample.ong WS 504 BASIGE NEEC DN
membsee1.inickiz:.net

ME B 2 28800 20101125140708 2010112113
1234

oxample.org & BRSIG MSEC

A D3 2HEOD 2070012514005 201 01121130

MEEC & 3 900 20101125140706 2010112112

Infoblox &
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Easy Access to All Global DNSSEC

Configuration Parameters

Infoblox 0‘:

= Central configuration of all
DNSSEC parameters

= Enforce standards by
configuring DNSSEC
parameters at a Grid level
— Default key type, size and
validity period
» Defaults based on NIST-
800-81 and RFC 4641
standards

= NSEC and NSEC3 support
included
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One-Click Zone Signing and Automated Zone 4
Maintenance |I"If0blOX -
= Any zone can be signed with a [ Copy Records
single click” by using the “Sign B View Stasts
Zone” toolbar button
— Keys are generated on the fly W, Hostname Compliance
and records are automatically
signed W DNSSEC |+
— Auto-creation of all associated SionZom
DNSSEC records % '™ UnsianZone
= Automatic maintenance of 1| imortKavest
Signed Zzones ‘K * Export Trust Anchors
— All key expiration and resigning F —
are handled automatically Key-Signing Key

— DNSSEC zones automatically
resigned when new records are
added



More useful tasks... Infoblox ":

Infoblox «, Dashboard Data Management Smart Folders Grid Administration w Logout

Company 1 = IPAM DHCP File Distribution

Toolbar »| B
Members/Servers  Name Server Groups  Shared Record Groups
DNS Home o Add &
External  view / % #) Open
B Edit
= Toggle flat view [EIJ | Show Filter @ ool
elete -
ot > $- & O = Sign Zone
|u Name « Type : “unct Signed Unsign Zone
& 0.0.127.in-addr.arpa Auto-created |Pv4 Reverse-mapping S e
m| ¥
w] example.org Authoritative Forward-mapping
Export Trust Anchors
Roll Over Key-Signing Key
Check KSK Rollover Due

@ DNSSEC ~
‘el Import Zone

n\ Configure Active
Directory

s Move DNS View




Automating DNSSEC - No Hassles! Infoblox o

= Signed zones are easily Zones Members Name Server Groups
identified with the DNSSEC NS Home > internai
icon

— The following record types are

supported: DNSKEY, RRSIG,
DS, NSEC, NSECS3,

agency.gov zone S/ %

NSEC3PARAM Bl e cmercn | Srouree
Goto @o + 820 &S
= New Zone Signing Keys are s
automatically generated i
before the current keys expire
— Key rollover is transparent to S —
the admin =g
— Admins are automatically A
notified in the GUI before keys
expire



Comparison to “command line” BIND Infoblox @
configuration of DNSSEC %*
The Infoblox way The BIND way
— One click — The NIST guidelines for signing a single zone with
standard BIND tools are 16 pages long
[ Copy Records — Typical steps required to sign a zone:
o o = Generate a key pair for the Key Signing Key using
B View Statistics the command line tool dnssec-keygen
» Generate a key pair for the Zone Signing Key using
¥, Hostname Compliance the command line tool dnssec-keygen. E.g.,
dnssec-keygen —a RSASHA1 —b 1024 —n ZONE foo.com
: » Add the output of the KSK and the ZSK public key to
@ DNSSEC |~ the zone db file

Sign Zone » Use the dnssec-signzone command line tool to sign
the zone using the private key pair. E.g.,

dnssec-signzone —o foo.com —k Kfoo.com.+005+67829.key
/var/named/zonedb.foo.com Kfoo.com.+005+45798.key

— The zone must be re-signed every time there is a
change in the contents

E‘;L[_g‘i';’r:irg — — Manual process is error prone and can take hours
— Tool development requires significant expertise

= Unsign Zone

Import Keyset

Export Trust Anchors




Even more... also integrates NCCM

Infoblox &

Visibility

Detect IPs

Communicate .
(l:lh;nge I Automation

Infoblox

I
NCCM 1

Check Infrastructure

Applications
Cloud Computing

E-Commerce

% Vlrtuallzatll\;oln . MSET
| % essaging
g @‘ VolP

Web\g CRI& g

ERP

\

IPAM/DDI
DN FTP
S HTTP pucp
TFTP IPAM NTP

Network Infrastructure
s’i;ﬁ@ 3

Routing, Switching, Firewalls, etc.

il



References Infoblox 0‘:

For More Info

DNS Security Center:
http://www.infoblox.com/library/dns-security.cfm

http://www.infoblox.com/en/solutions/technoloqy-
solutions/dnssec.html

Infoblox general:
http://www.infoblox.com

—— '
T —— Infoblox DNSSEC Offering:
- ——--'-|I
=
.

; Cricket Liu:
http://www.ask-mrdns.com




